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LCTNOO007: Windows XP VPN Client Example

This TechNote applies to LAN-Cell models:

LAN-Cell 2:

LC2-411 (firmware 4.02)

CDMA:
1xMG-401
1xMG-401S

GSM:
GPRS-401

Minimum LAN-Cell Firmware Revision: 3.62(XF2).

Note for Original LAN-Cell Model (1XxMG & GPRS) Users:

The VPN configuration screens in the original LAN-Cell's Web GUI differ slightly from the examples in this

Technote. Please locate the corresponding parameter fields in the VPN Configuration section of the LAN-Cell's

user interface under VPN Rules (IKE). See also the LAN-Cell's User Guide for more information on VPN

configuration. Contact Proxicast Technical Support for previous versions of this TechNote for firmware releases

prior to 4.02.

Document Revision History:

Date Comments
September 22, 2006 First release
July 16, 2007 Updated for LAN-Cell 2

March 3, 2008

Updated LAN-Cell 2 screens for firmware release 4.02 including VPN
Wizard example.
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LCTNOO007: Windows XP VPN Client Example

Introduction

This Technote documents one example configuration for using the Windows XP built-in IPSec VPN Client
software to create a VPN tunnel to a LAN-Cell 2 Cellular Router. Other configurations may also be possible,
depending upon your requirements and network configuration. This Technote is for illustration purposes only.

Example Network Topology

LAN IP: k
@7 192.168.0.1

HQ LAN Remote LAN
Subnet 192.168.0.0 / Subnet 192.168.1.0/
255.255.255.0 255.255.255.0

WAN IP;
166.130.37.167
WAN IP:

L

67.165.53.197

Proxicast
NAT Router LAN-Cell 2 LAN 1P:

Windows XP 192 168.1.1 Remote Device

Cellular Router LAN IP:

LAN IP: 192.168.1.2

192.168.0.51 VPN Tunnel

Figure 1: Example Network Topology

Usage Notes

This example was created using Windows XP Professional (5.1 Build 2600.xpsp_sp2_gdr.070227-2254:
Service Pack 2) and LAN-Cell 2 firmware version 4.02(AQP.1). Use the “winver.exe” program to
determine your version of Windows XP.

The IPSec functionality in early versions of Windows XP contained anomalies that prevented it from
establishing connections to “pure” IPSec devices such as the LAN-Cell. Proxicast recommends updating
your Windows XP installation with all of the latest critical Microsoft patches.

Disable or properly configure any local Windows Firewall or other Third-Party IP applications that may
interfere with establishing an IPSec VPN.

When configuring a VPN connection, it is helpful to have the LAN-Cell and your target PC/equipment
physically near each other so that you can view the configuration and logs of each device while testing.

In this example the LAN-Cell has a static WAN IP address. Windows XP’s VPN Client does not support
IPSec tunnels to host or domain names. If your LAN-Cell has a dynamic IP address, you must know the
current IP address in advance to configure the XP client.

Your HQ Router must be configured to allow IKE (UDP:500) packets to flow between your Windows XP
PC and the LAN-Cell in order for the IPSec tunnel to be negotiated.

This example demonstrates a Single Address (XP) VPN connection to a remote Subnet via a VPN Tunnel
(LAN-Cell's LAN subnet). The LAN-Cell supports site-to-site VPN tunnels with all of the leading IPSec-
compliant VPN routers/concentrators such as Cisco, Juniper, ZyXEL, SonicWall, etc.

This example configuration will also work if your Windows XP PC is directly connected to the Internet and
your ISP allows VPN requests to pass through their firewall. In the example, replace 192.168.0.51 with
the IP address assigned by your ISP. The HQ and Remote LANs must be on different subnets.

There is additional information on LAN-Cell VPN configuration parameters in the LAN-Cell User’s Guide.

—_— Page 2
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LCTNOO007: Windows XP VPN Client Example

Example LAN-Cell Configuration

The LAN-Cell 2 includes a VPN Wizard feature to step you through the process of creating basic VPN connection
rules and network definitions. We will use the VPN Wizard to create the Windows XP client connection
parameters on the LAN-Cell 2. To reach this screen, select SECURITY then VPN Wizard from the left side
menu. (See Figure 2).

-

proxicast”

HOME

NETWORK

@

WIRELESS

Gateway Policy Propert

Mame I

Gateway Policy Setting

My LAN-Cell jn.000

£

Remote Gateway Address iD.D.D.D
ADYAMCED
LOGS

MAINTENANCE

LOGOUT M

Figure 2: LAN-Cell 2 VPN Wizard

To begin the VPN Wizard, you must give the Gateway Policy a descriptive Name. (See Figure 3).

If your LAN-Cell has a static WAN IP address assigned by your ISP or cellular operator, enter that value as the
My LAN-Cell address. Optionally you can enter a Dynamic DNS FQDN that is associated with your LAN-Cell’s
WAN (see the Advanced->DNS->DDNS screen) or you can enter 0.0.0.0 and the LAN-Cell will use its current
WAN IP address. This value must match the Tunnel Endpoint Address parameter in the Windows XP client.

For the Remote Gateway Address, enter 0.0.0.0. This will create a default rule that will accept VPN connections
from any remote IP address that presents the correct Phase 1 and Phase 2 parameters and keys. This
configuration provides the most flexibility when connecting remote Windows XP clients from multiple PCs. Also,
when the Windows XP VPN Client is used on a PC behind a NAT router, it does not present a consistent source
IP address during IKE negotiations, preventing the tunnel from being established if either the router’s public IP or
the Windows XP client’s private IP address is used as the Remote Gateway Address.

Note: If you want to restrict the IP address(es) that can establish a VPN connection using this default global rule,
you can add a CELL-CELL/LAN-Cell Firewall Rule to restrict IKE (UDP:500) traffic to a specific IP address or
range. See the User’s Guide for more information on creating firewall rules.

Page 3
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LCTNOO007: Windows XP VPN Client Example

Gateway Policy Propert

MNarne WndDWS-HP-CIiemS <—
My LAN-Cell 1155.139.3?.15? h
Rernote Gateway Address jI:I.I:I.EI.I:I

Mext

Figure 3: Gateway Policy Parameters

Next, we must create a Network Policy that defines which IP addresses (or subnets) will be used on each end of
the VPN tunnel. Figure 4 illustrates the correct settings for our example VPN tunnel.

Metwork Policy Propert

¥ Active
Narme |Remate-¥P-Clients
Metwork Policy Setting

Local Metwaork " Zingle © Range IP * Subnet D
Starting IP Address ] 192 . 166 . 1 . 0
Ending IP Address / Subnet Mask ] 285 . 0255 , 255 .0

Remote Network & single © Range IP ¢ Subnet
Starting IP Address BEEEEE TN

Ending IP Address / Subnet Mask ] 0

Back Idixl]

Figure 4. Network Policy Parameters
Be certain to check the Active option. You must also give the Network Policy a descriptive Name.

For the Local Network section, select the Subnet option and enter the LAN-Cell's current LAN subnet and mask.
Note that when specifying the subnet, the last octet is O for a full Class-C network (255 devices). For our
example, the subnet is 192.168.1.0 / 255.255.255.0

For the Remote Network, select Single Address as the type and enter an IP address of 0.0.0.0. This creates a
default rule that allows the remote VPN client to have any IP address that is not part of the LAN-Cell’s subnet.
You can optionally specify the exact remote client IP address that you will assign to the Windows XP Client VPN.

Page 4
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LCTNOO007: Windows XP VPN Client Example

Next, we define the IKE Phase 1 parameters that will be used to negotiate the initial VPN tunnel connection
between an XP Client and the LAN-Cell.

IKE Tunnel Setting {IKE Phase 1

MNegaotiation Mode * Main Mode © Aggressive Mode
Encryption &lgorithm & pEs O ags 0 3DES

Suthentication &lgorithrn  sHal % MDS

Key Group * oH1 © DHZ

SA Life Time 28500 [Seconds]

Pre-Shared Key (12345675 G

Figure 5: IKE Phase 1 Parameters

Figure 5 shows the default values for the IKE Phase 1 parameters. For our example, we will accept the default
values and adjust the Windows XP client to match these settings.

The LAN-Cell supports several different types of authentication, including X.509 digital certificates. However, it is
easiest to configure the VPN tunnel with Pre-Shared Keys that are the same on both the Windows XP client and

the LAN-Cell. Enter a Pre-Shared Key that is at least an 8 character string. Avoid non-alphanumeric characters

such as dashes, underscores, asterisks, etc. In our example, the Pre-Shared Key is 12345678.

IPSec Setting (IKE Phase 2

Encapsulation Mode * Tunnel © Transport

IPSec Protocal * Esp {7 aH

Encryption Algorithm & pEs © ags O 3pES 0 MULL
authentication algorithm * sHa1 O MDS

SaA Life Time 28800 [Seconds)

Perfect Forward Secrecy (PFS) & Mame ¢ DH1I O DHZ

=

Figure 6: IKE Phase 2 Parameters

The settings on this screen are the LAN-Cell defaults and do not need to be changed for our example. You will
configure the Windows XP VPN Client to match these settings.

Page 5
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The VPN Wizard will now display a summary screen of all of the parameters you've entered for the VPN tunnel
(Figure 7). Review these values and go back through the Wizard if any changes are required. You may wish to
print this screen to document the LAN-Cell's VPN configuration parameters.

Gateway Policy Property

MNarne Windows-®P-Clients
Gateway Policy Setting
My LAN-Cell 166.139.37.167
Remote Gateway Address 0.0.0.0
Metwork: Policy Property
Active Tes
MNarme Remote-%XP-Clients

Metworl: Policy Setting
Local Metworls

Starting IP Address 192.168.1.0

Subnet Mask 255.255.255.0
Rermote Metwaork

Starting IF Address 0.0.0.0

Ending IP Address (S

IKE Tunnel Setting (IKE Phase 1)
Authentication For Activating WP
Authenticated By

User Name

Password
Megaotiation Mode Main Mode
Encryption Algorithm DE=
Authentication Algorithm MD5
Key Group DH1
S Life Time 28800 (Seconds)
Pre-Shared Key 12345678

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode
IPSec Protocol ESP
Encryption algaorithrm DES
Authentication Algorithm SHAL
SA Life Time 28800 (Seconds)
Perfect Forward Secrecy (PFS) Mone

Back | Finizh

Figure 7: VPN Wizard Summary Screen

Click Finish on the summary screen to save the VPN configuration. The confirmation screen shown in Figure 8
will be displayed.

Congratulations. The YPM wizard configuration is complete.

Hawing WPMN access problems?

1. Werify vour settings in this wizard,

2, If vour wizard entries are correct, but still cannot access the Internet, then check that yvour
[P account is active and that the settings yvou entered in the wizard are correct,

3. If vou still have problems, please contact custormer support.

Figure 8: VPN Wizard Confirmation Screen

Page 6
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Configuration of the LAN-Cell is now complete. You can review and modify the VPN configuration parameters
using the VPN Config option on the left side menu (Figure 9).

Click on the LOGS Menu, clear any existing entries, and then configure the Windows XP VPN Client software.

proxicast’

HOME ¥PN Rules (IKE) | ¥PN Rules (Manual) SA Monitor Global Setting

NETWORK

¥PN Rules

@

WIRELESS

@

Local Internet Remote
Network @ & PN Tunnel w Network

ADVANCED @ T e = T : P

LOGS

MAINTENANCE

LOGOUT

Figure 9: VPN Configuration Screen

To view the network policies associated with each rule, click the [+] symbol to the left of the Gateway Policy. To
edit either the Network or Gateway Policy parameters, click the edit icon B on right of the corresponding line
(Figure 10).

proxicast’

HOME ¥PN Rules (IKE) | ¥PN Rules (Manual) SA Monitor Global Setting

NETWORK

@

WIRELESS

E1]

SECURITY

i Local Internet Remote
FIREWALL Network @ i VPN Turinal w Network

ADVANCED & Windows-KP-Clisnts  %502166,139.37 167 SaDynamic
g e 192168107
LOGS Rernote-#P-Clients it £R3 any I B i3I8

MAINTENANCE

LOGOUT

Figure 10: Displaying and Editing VPN Rules
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Figure 11 shows the VPN Gateway Policy Edit screen.

Marne }lmndows-}{P-ClientS
" MAT Trawversal

Gateway Policy Information
My LAN-Cell

L My Address |'1 66.139.37 167 (Comain Mame or IP Addrass)
one ¥ {See DDNS)

i

i My Daormain Mame

ﬁg;’-:il Primary Remote Gateway ]U.U.U.U (Domain Mame or IP Address)
[” Enable IPSec High Availability

'E%%ﬁ Redundant Remote Gateway I [Domain Mame or IP Addreszz)

™ Fall back to Primary Rermote Gateway when possible
Fall Back Check Interval* 28500

(120~26400 seconds)

*Fall Back Check Interval: The time interval for checking availibility of Prirnary Remote Gateway, IPSec 54 life time will
be superseded by this walue when it is larger than this value,

Authentication Ke

* pre-shared Key ]123455?8

" Certificate | 1 __“_J (See My Certificates)
Local ID Type IP -

Content 0000

Peer ID Type IP -

Content jo.ono

Extended Authentication

[" Enable Extended Authentication
i Zerver Mode {Search Local User first then RADIUS)
% client Made

User Marme

Password

IKE Proposal

MNegotiation Mode m
Encryption Algaorithm FEE_SH_‘ZI
Authentication Algorithrm m

24 Life Time (Seconds) ]B_EEED—"
Key Group m

" Enable Multiple Proposals

Associated Metwork Policies

Remote-%P-Clients €% 192.168.1.0 / 255.255.255.0 £R? Any

Cancel

Figure 11: Editing the VPN Gateway Policy Parameters
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LCTNOO007: Windows XP VPN Client Example

Figure 12 shows the VPN Network Policy Edit screen.

¥ active

Narre |Remote-XP-Clierts
Protocol iD

™ nailed-up

[T allow NetBIOS broadeast Traffic Through IFSec Tunnel
™ Check IPSec Tunnel Connectivity [ Log
Ping this Address |

Gateway Policy Information

S B2 Gateway Policy |windows-XP_Clients x|

Local Network

ﬂ;} Address Type Subnet Address vi

Starting IP Address J192 . e e O

)

Ending IP Address / Subnet Mask ] 45 . 283, 244

o

Local Paort Start |0 End [0

Remote Network

ﬁg} Address Type JSingle Address v]

Starting IF Address [o .0 .0 .0
Ending IP Address / Subnet Mask J

Rernote Port Start |0 End [0

IPSec Proposal

Encapsulation Mode m
Active Protocol IEEEH
Encryption &lgorithm FEE}]
authentication Algorithm I_ém

S A Life Time (Seconds) W
Perfect Forward Secrecy (PF3) [WE}]

™ Enable Replay Detection

[" Enable Multiple Propaosals

Cancel

Figure 12: Editing the VPN Network Policy Parameters
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Example Windows XP VPN Client Configuration

To configure Windows XP’s built-in IPSec VPN Client software, you must define a series of local security policies.
The easiest way to do this is using the Local Security Policy Editor (secpol.msc) found under Control Panel /

Administrative Tools (Figure 13).

=1olx|

J File Edit View Favorites Tools Help

| E

J@Eack 7 ‘ﬁ

P | Search i Folders

J Address I{g Administrative Tools

EE

4| Name = | size | Type | Date Modified |
File and Folder Tasks ~ # mmponent SErvices 2KB Shortout 12/11/2004 11:06 PM
L ) Camputer Management 2KB Shortout 9/30/2005 5:01 PM
) Rensine i Az EdData Sources (ODBC) 2KB Shorteut 3/23/2005 6:03 PM
[y Move this file ' desktop.ini 1KE Configuration Settings  12/11/2004 11:09 PM
[P Copy this file Event Viewer 2KB  Shorteut 1/13/2005 12:37 &M
) Publsh this fie to the [P Local Security Policy| 2KB  Shorteut 10/29/2005 3:48 PM
~ Web [BeMicrosoft .NET Framework 1.1 Configuration 2KB  Shortaut 12/12/2004 1:32 AM
() E-mail this file B Microsoft NET Framework 1.1 Wizards 2KE  Shorteut 12122004 1:32 AM
)( Delete this file Performance 2KB Shortout 12/11/2004 11:09 PM
%Serwces 2KB Shortcut 1/5/2005 11:09 PM

Other Places S

[} Control Panel

£} My Documents
|3 Shared Documents
:‘ My Computer

& My Network Places

Details &

Local Security Policy
Shortcut

Date Modified: Saturday,
October 29, 2005, 3:48 PM

Size: 1.55KB

=

Figure 13: Starting Windows Security Policy Editor

After launching the Security Policy Editor, select IP Security Policies on Local Computer in the left-side pane,
right click the mouse and select Create IP Security Policy from the pop-up menu (Figure 14).

File  Action View Help

§ Local Security Settings

=10l

- B BB 28

@ Security Settings

Mame 7/

[#-{Z8 Account Polices

@ Local Policies

D Public Key Policies

(23 software Restriction Policies

1P Security Policies on Local Computey

Create IP Security Policy...
Manage IP filter lists and filter acti

| Description | Policy Assigned
Client {Respond Only) Communicate normally (unsecur... Mo
Secure Server (Require Security)  For all IP traffic, always require... Mo
7] Server (Reguest Security) For all IP traffic, always reques... Mo

h

All Tasks »
Create an IP Security policy

View 3

Refresh

Export List. ..

Help

Figure 14: Creating IP Security Policies

P
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LCTNOO007: Windows XP VPN Client Example

This will launch the IP Security Policy Wizard. Follow the wizard to create a new policy (Figure 15).

21
IP Security Policy Name k

-
Name this IP Security policy and provide a brief description g
L

Name:
VPN to LAN-Cell

Description:

IPSec VPN Connection from my XP computer to remote LAN-Cell Mobile Gateway ;I
at 166.139.37.167

E

< Back Next Cancel |

Figure 15: New IP Security Policy Wizard

You must uncheck the Activate the default response rule option box (Figure 16).

1P Security Policy Wizard 2
Requests for Secure Communication .
Specify how this policy responds to requests for secure communication.
L

The default response rule responds to remote computers that request security, when no

other rule applies. To communicate securely, the computer must respond to requests for
secure communication.

I~ Hctivate the default response e,

< Back Next > Cancel |

Figure 16: Deactivate the Default Response Rule

Complete the wizard and edit the resulting IP Security Policy (Figure 17).

——

proxicast

Page 11



LCTNOO007: Windows XP VPN Client Example

P Security Policy Wizard 3 21|

- Completing the IP Security policy wizard
You have successfully completed specifying the properties
For your new IP Security policy.

To edit your IP Security policy now, select the Edt properties
check box, and then click Finish.

To close this wizard, click Finish,

< Back I Finish I Cancel I

Figure 17: Completing the Wizard

The Properties page will display. Uncheck the Use Add Wizard option and click Add... (Figure 18). Then click
Add... again on the next screen to add a new IP Filter List (Figure 19).

x|
Rules |Gene|a\ I
% Security rules for communicating with other computers
IP Securty niles:
IP Fitter List | Filter Action | Authentication... I Tu
O <Dyramic Default Response Kerberos No
4| | i
Add... % Edit... | Femoie | I~ Use Add Wizard
ok | cameel | ppp |

Figure 18: Adding a New Rule

—_— Page 12
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mprerst x|

e An |P fitter list is composed of multiple fiters. In this way, multiple subnets, IP
i’ addresses and protocals can be combined into one IP fiter,

Name:
P to LAN-Cell

Description: _[}SJ
[ET

Fiter packets flowing from my XP PC to the remote LAN-Cell _I
_I Femave |
Fiters ™ Use Add Wizard
Mirored | Description | Protocal | Source Part | Destination
1] | 2l
ok | caneel |
|

Figure 19: Adding IP Filter List for XP to LAN-Cell

Name this rule that defines the packet filtering scheme for packets flowing from your XP computer to the remote
private LAN subnet of the LAN-Cell. Uncheck the Use Add Wizard option box, then click Add... to define the

filter parameters (Figure 20).

21

Addressing | Protocol | Description |

—Source address;

|My IF Address =

i~ Destination address
A specffic IP Subnet

j e —

PPaddress: | 192 . 168 . 1 . 0
Subnamask:l 255 , 255 . 255 . O

™ Mimored. Also match packets with the exact opposite source and

Hestination addresses.

i Cacel_|

Figure 20: XP to LAN-Cell Filter Properties

Figure 20 shows the correct values for the example VPN network. Set the Source Address to “My IP Address”
and the Destination Address to “A specific IP Subnet”. For the Subnet IP Address, enter the LAN IP subnet
address & mask of the LAN-Cell (192.168.1.0/255.255.255.0 in our example). Uncheck the Mirrored option box.

When complete, close the Filter Properties dialog box and the IP Filter List dialog box to return to the Rule
Properties dialog box shown in Figure 21.

Page 13
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21

Authentication Methods | Tunnel Setting | Connection Type
IP Fitter List Fitter Action

gt The selected IP filter list specifies which network traffic will be
ST affected by this rule

IP Fitter Lists:
Name | Description ‘
O All ICMP Traffic Matches all ICMP packets betw
O Al IP Traffic Matches all IP packets from this ...

flowing from my X...

—) | © [ [eTo—

Add.. |

Figure 21: XP to LAN-Cell IP Filter List

Highlight the newly added Filter to apply it to the current Rule and go to the Filter Action tab (Figure 22).

2]

Authentication Methods | Tunnel Setting | Connection Type
IP Fitter List Fitter Action <

The selected fiter action specffies whether this rule negotiates
for secure network traffic, and how it will secure the traffic.

Filter Actions:

| Description

Permit unsecured IP packetsto ..
Accepts unsecured communicat...
Accepls unsecured communicat...

Name
O Pemt

Add... | Edﬂ---RJ Remove |l'uSede|zard

Ok | Cancel | mopb |

Figure 22: Filter Action — Require Security

Page 14
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LCTNOO007: Windows XP VPN Client Example

Click Edit... to define the security properties as shown in Figure 23.

Security Methods I General |

' Pemit
" Block

(% Negotiate sscurity: h

Security method preference order

Type | AHlntegity | ESP Corfidential..| ES Add... l

uom None ES MC Ed'ﬂ---[: |
Custom <None> 3DES ML
Custom  <None> DES SH Remove |
Custom <None= 3DES SH

Custom <None> DES SH
Custom  <None: DES ML Meve up |
| Move down |

W Accept unsecured communication, but always respond using IPSec

™ Allow unsecured commurnication with non-IP Sec-aware computer

™ Session key perfact forward secrecy (PFS) h

0K I Cancel | Lpply |

Figure 23: Filter Action — Security Methods (Phase 2)

Select Negotiate Security and ensure that the one of the methods is:
AH Integrity = <None>
ESP Confidentiality = DES
ESP Integrity = SHA1
Key Lifetimes = 0/ 28800

Check the Accept Unsecured Communication, But Always Respond Using IPSec option box. Uncheck the
Session Key Perfect Forward Secrecy (PES) option box.

These are the security method settings for our VPN example. You may select other settings as long as they
match the corresponding Phase 2 settings in your LAN-Cell's VPN rule. We recommend that you move the
desired security method to the top of the list.

If the desired security method is not present, then click Add... or Edit... to modify the settings as shown in

Figures 24 and 25.
e

Security Method I

{~ Encryption and Integrity
Diata will be encrypted and verified as authentic and unmodfied

™ Integrity only
Data will be verfied as authentic and unmodified, but will not be
encrypted

% Custom

Settings... [!

-

Figure 24: New Custom Security Method

—_— Page 15
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2%
Specify the settings for this custom securty method.

™ Deta and address integrity without encryption (AH) :
Irteqrity algorithi:

|!-.-1[i5 *
V¥ Data integrty and encryption (ESP):
Integrity algorithm:

|SHA1 b

Encryption algorthm:
[ -

Session key settings:

™ Generate a new key every: V¥ Generate a new key every

100000 I
Kbytes 5 seconds

Cancel |

Figure 25: Security Method Properties

Click OK on the Require Security Properties dialog box to return to the Edit Rule Properties page. Select the
Authentication Method tab (Figure 26).

2l

Sscurty Methods  Authentication Methods |h

Authentication methods specify how trust is established
between computers. These authentication methods are
offered and accepted when negotiating securty with another
computer.

L}

Authentication method preference order:
| Dietails

Add... |
Edit... [ |
Femave |
iove up |
Iowve dawn |

OK | Cancel | apl |

Figure 26: Authentication Method

Click Edit... to change the Authentication Method to Preshared Key (Figure 27).

——
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LCTNOO007: Windows XP VPN Client Example

Edit Authentication Method Properties. 21xl
Authentication Method |
i The authentication method specifies how trust is established
=) between the computers.
" Active Directory default (Kerberos V5 pratocal)
" e a certificate from this certfication authority (CA):
| Browse, |
q & Use this string (preshared key):
12345678 =
=
|

Figure 27: Edit Authentication Method to Preshared Key

In our example, we are using a preshared key of 12345678. Click OK to return to the Edit Rule Properties page

and select the Tunnel Setting tab (Figure 28).

iz
P Filter List | Fitter Action |
Authentication Methods Tunnel Setting I Connection Type

The tunnel endpoint is the tunneling computer closest to the
|P traffic destination, as specified by the associated IP fiter
list. it takes two rules to describe an IPSec tunnel

—
=

=t
-

" This nule doss not specify an IPSec tunnel.
ﬁ % The tunnel endpaint is specified by this |P address:

|IBB.139. 37 167

oK Cancel | ooy |
R

Figure 28: VPN Tunnel Endpoint

The IP address to enter as the Tunnel Endpoint is the public IP address of the WAN interface on the LAN-Cell

(166.139.37.167 in our example). Click Apply to save the IP address.

Note: the Windows XP VPN Client does not allow a domain name as the Tunnel Endpoint, so your LAN-Cell must
either have a static IP assigned by your cellular service provider, or you must edit these IPSec settings for the

current WAN IP address of the LAN-Cell each time you wish to connect.

Select the Connection Type tab and check the Local Area Network option (Figure 29). Press Apply to save this

setting and then click OK to return to the Rules List page.

——
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Ejit Rule Properties 2lx
IP Fiter List | Fiter Action |
Authertication Methods | Tunnel Setting Connection Type

S This rule only applies to network traffic over connections of
== the selected type

4 network connections

@ Local area network (LAY) - <mmm—

(” Remote access

oK | Cancdl | omy |

Figure 29: Connection Type

At this point, we have defined the “outbound” side of the VPN tunnel — XP to LAN-Cell. Close any open
properties pages to return to the main VPN Rule Property page as shown in Figure 30.

#lx]
Rules |Genem| |
Security rules for communicating with other computers
1P Security rules:
IP' Filter List | Fiter Action | Authertication... | Tu
XPto LAN-Cell Require Security Preshared Key e
a <[ynamic: Default Response Kerberos Mo
| | |
Add... L\'Js Edit... I Bemove | [ Use Add Wizard
Close | Cancel | Apphy |

Figure 30 “Outbound” VPN Tunnel Definition

Now we must repeat the steps above to define the “inbound” side of the Tunnel from the LAN-Cell back to XP.

—_— Page 18
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Click Add... to bring up the Rule Properties page and then click Add... again to create a new IP Filter List to
define how packets flow from the LAN-Cell to your XP PC. (Figures 31 & 32).

2]

Authentication Methods | Tunnel Setting | Connection Type I
IP Fitter List Fitter Action

5y The selected IP filter list specifies which network traffic wil be
aE affected by this rule.

IP Filter Lists:
Name ‘ Description |
[@] 41l ICMP Traffic Matches all ICMP packets betw..
O Al 1P Traffic Matches all IP paciets from this ..
O %P to LANLCell Fitter packets flowing from my X
Add.. {g Edit... | Remave |

0K | Camcel | sl |

Figure 31: Adding a New IP Filter List for LAN-Cell to XP

An |P fiter list is composed of multiple fiters. In this way, muttiple subnets, [P

=

i:" addresses and protocols can be combined into one IP filter.
Name:

LAN-Cell to XP

Description:
Fitter packets flowing from the remote LAN-Cell to my XP PC ;I Edit, |

;I Femave |
™ Use Add Wizard

Filters:
Mirroredl Description | Protocol | Source Port | Destination

|

| |
ok | cacd |

@

Figure 32: Defining the IP Filter List for LAN-Cell to XP

Click Add... on the IP Filter List page to define the inbound filter. For this filter, set the Source Address to the
LAN-Cell's LAN subnet, (192.168.1.0/255.255.255.0 in the example) and the Destination Address to “My IP

Address” (Figure 33).

Page 19
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Addressing | Pratocol | Description |

— Source address:
IAspec'rﬁc IP Subnet j

IPﬂddress:I 192 . 168 . 1 . 0
Subnet mask: I 265 . 255 . 255 . O

r Destination address:
|y IP Address =l

[ iMimared. Also match packets with the exact opposite source and
destination addresses. -

‘ cnce |

Figure 33: LAN-Cell to XP Filter Properties

Click OK twice to return to the New Rule Properties dialog box (Figure 34).

e 21

Authentication Methods | Tunnel Setting | Connection Type |
IP Fiter List | Fitter Action
z’. The selected IP filter list specifies which network traffic will be
= affected by this rule.
IP Fitter Lists:
Name | Description
O Al ICMP Traffic Matches all ICMP packets betw...
O Al IP Traffic Matches all IP packets from this ...

q [O]LAN-Cell to XP k Packets flowing from the remote...

O %P to LAN-Cell Fitter pachets flowing from my X...

Add.. | Eit. | FRemove |

Close I Cannel | Apply |

Figure 34: LAN-Cell to XP Filter Properties

Page 20
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Highlight the LAN-Cell to XP filter and select the Filter Action tab. Select Require Security and click Edit...
(Figure 35).

A thentication Methods I Tunnel Setting | Connection Type I
IP Filter List Fitter Action
The selected fiter action specfies whether this rule negotiates
for secure network traffic, and how it will secure the traffic.
Filter Actions:

MName ‘ Description

O Pemit Permit unsecured IP packetsto ...

O Fequest Security {Optional) Accepts unsecured communicat...

[0] Require Security Accepts unsecured communicat...

Add... | Edit... L\\\J Remove | [~ Use Add Wizard

oK | Caeel | oty |

Figure 35: Filter Action for LAN-Cell to XP

For our example VPN, ensure that the Security Methods shown in Figure 36 include:
AH Integrity = <None>
ESP Confidentiality = DES
ESP Integrity = SHA1
Key Lifetimes = 0 / 28800

Check the Accept Unsecured Communication, But Always Respond Using IPSec option box. Uncheck the
Session Key Perfect Forward Secrecy (PFES) option box. Click OK when complete.

2|
Security Methods IGene,a| |
" Pemit

" Block

& Megotiate security: h

Security method preference order

Type | AHlntegity | ESF Corfidential..| ES Add... |
q <None> DES 5

Custom  <None> DES ML Ed'ﬂ---[: |

Custom <None> 3DES ML

Custom <None DES SH Remove |

Custom <None> 3DES SH

Custom <MNone> DES SH

Cugtom  <None> DES v, |_teveus |
_>| Move down |

W Accept unsecured communication, but always respond using IPSac
™ Allow unsecured communication with non-IP Sec-aware computer

™ Session key perfect forward secrecy (PFS) h

0K I Cancel | Lpply |

Figure 36: Filter Action — Security Methods (Phase 2)
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Now select the Authentication Method tab and change the default Kerberos authentication to a preshared key of

12345678 (Figure 37).

Edit Authentication Method Properties 2lxl
Authertication Method |
o The authentication method specifies how trust is established
= between the computers.
" Active Directory default (Kerberos V5 protocal)
" Use a certificate from this certification authority {CA):
| Browse,. |
q % |Jsz this string (preshared key):
12345678 =
=
|
Figure 37: Preshared Key

Click OK and then select the Tunnel Setting tab (Figure 38).

For this Tunnel Endpoint, enter an IP address that is NOT part of the remote LAN-Cell's LAN subnet. Typically
you will enter the private IP address of your XP PC. In our example, enter 192.168.0.51.

Note: If your Windows XP PC has a public IP address (from your ISP), use that address as the Tunnel Endpoint

on this page.

If you defined the VPN rule on the LAN-Cell to allow only a specific remote IP address (instead of using 0.0.0.0),
then enter the same IP address on this page that you entered for the Remote Single Address in the LAN-Cell’s

VPN rule.

IP Fiter List |
Authertication Methods Tunnel Setting

_—
=
=

Fiter Action I
| Connection Type

The tunnel endpoint is the tunneling computer closest to the
|P traffic destination, as specified by the associated IF fitker
list. It takes two nules to describe an IPSec tunnel

2| x|

¢ This nule does nat specify an IPSec tunnel.

q (% The tunnel endpoint is specfied by this IP address:
192 .168. 0 . 51|

s

o]

Cancel

| ey |

Figure 38: XP PC Tunnel Endpoint
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Next, select the Connection Type tab and choose Local Area Network (Figure 39).

Ejjit Rule Properties I 2x|

IP Fiter List | Fiter Action |
Authertication Methods | Tunnel Setting Connection Type

S This rule only applies to network traffic over connections of
== the selected type

4 network connections

G Local e netwer (L) <mm—

(” Remote access

oK | Cancdl | omy |

Figure 39: Connection Type

Click OK to close the Rule Properties page. You should now have 2 custom rules as shown in Figure 40.

2]
Rules | Genem& h

ﬁ Security rules for communicating with other computers
1P Secunty rules:
|P Filter List | Filter Action | Authentication... | Tu
XP to LAM-Cel Require Securty Preshared Key 18
[ LANCelito XP Requirs Securty Preshared Key 19
O <Dhynamic> Default Response Kerberos Mo
il | i
Add.. | EE ] [ Eemeve | e Add Wiz

,TI Carce] | Apply |

Figure 40: Inbound & Outbound VPN Rules

Select the General tab (Figure 41).
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21

Rules General I

% IP Security policy general properties

MName:
IVPNto LANCell

Deescription:

IPSec VPN Connection from my XP computer to remote LAN-Cell ;I
Mobile Gateway at 166.139.37.167

Check for policy changes every:
120 minute{s)
Perform key exchange using these settings:
—
Close | Cancel | Apply |

Figure 41: General Rule Settings

Click Advanced, then Methods (Figure 42).

2=

™ Master key perfect forward secrecy (PFS)
Autherticate and generate a new key after every:

I‘:ED minutes

Autherticate and generate a new key after every:

ID session(s)

Protect identities with these security methods

Mahods...[ ! G

Intemet Key Exchange {IKE) for Windows XP
Jointly developed by Microsoft and Cisco Systems, Inc.

Cancel |

Figure 42: Advanced Key Exchange Settings (Phase 1)

Ensure that at least one of the Key Exchange Methods shown in Figure 43 is:

Type = IKE

Encryption = DES

Integrity = MD5

Diffie-Hellman Group = Low (1)

Use the Add/Edit buttons to create this combination if it does not already exist. Move this combination to the top
of the list as shown.

Note: These settings are appropriate for our example and LAN-Cell's default configuration. You may select other
combinations as long as they match the Phase 1 settings in the LAN-Cell's VPN Gateway Policy rule page.
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[ — 2l

_ % Protect idertities during authentication with these security
gl !
methods.

Security method preference order.

| Type | Encryption | Integrity |t Add... I
—— (3 DES MD5

IKE IDES SHA1 [ Edit...

IKE 3DES MD5 h

IKE DES SHA1 L Remaove

fdove up I
« ol

0K Cancel I

Figure 43: Key Exchange Methods

Close all property dialog boxes and return to the Local Security Policy Editor. Highlight the VPN to LAN-Cell

Policy set that you just built, right click and select Assign from the pop-up menu (Figure 44).

g?’ Local Security Settings

File Action \View Help

o B XEB 2 a8 4

_@ Security Settings

-8 Account Polides

(18 Local Polices

] Public Key Polides

[-[Z2] Software Restriction Policies

(& Client (Respond Only) Communicate normally (unsecur...  No
Secure Server (Reguire Seaurity)  For all IP traffic, always require... No
Server (Request Security) For all IP traffic, always reques... MNo

| MName 4 |_D_e_s_|:ﬂp_ugn | Policy Assigned

i | vPN to LAN-Cell iRiiammartion from my ..
-8 1P Security Policies on Local Computer m
All Tasks
Delete
\Assign this palicy, attempt to make it active Rename |
Properties
Help

Figure 44: Assigning the IPSec Policy

Your XP VPN Client configuration is now complete and you can establish the tunnel by opening a Command
Prompt (DOS) window and pinging the remote LAN-Cell's LAN IP address (or any other device in that subnet).
XP will negotiate IPSec security and eventually bring up the tunnel. It may take several seconds for the tunnel to

be established, so additional ping’s may be required (see Figure 45).

WINDOWS\system32>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:
Megotiating IP Security.

MNegotiating IP Security.
Megotiating IP Security.
Megotiating IP Security.

ice for 192.168.1.1:
Sent = 4. Received = @, 4 {188x loss>,.

C:SWINDOWSS\system32¥ping 192.168.1.1

Pinging 192.168.1.1 with 32 bhytes of

Reply from 192_168.1.1: i e TTL=254
Reply from 1%2.168.1.1: i 4 TTL=254
Reply from 192.168.1.1: i TTL=254
Reply from 192.168.1.1: i —546m., TTL=254

168.1.1:
Sent = 4 Received = 4, Lost = B (Bx loss>.
fipproximate round trip times in m111 seconds =
Minimum = 486ms,. Maximum = Average = 52ims

Figure 45: Establishing the VPN Tunnel from XP

prox‘i ast’
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If the VPN Tunnel is not established, review your settings on the XP client compared to the LAN-Cell. If you
change your XP settings, you should Unassign the policy, restart the IPSec Service (using the Services
Manager in Control Panel/Administrative Tool (Figure 46), and then re-assign the VPN Policy before attempting
to build the tunnel again. A troubleshooting guide follows this section with more information on the meaning of
various LAN-Cell log entries.

=loix|

File Action View Help
o | EERBR(R] ) 8 5] G—
%Servic&sﬂ.ocﬁl) #, Services (Local)

IPSEC Services MName # Description Status ¥

C Services Manages I...
Stop the service %Liveu date LiveUpdate

: pda ivellpdate. ..
Restart th
EEIER e serVice. % ogical Disk Manager  Detectsan,.. Started

%Logical Disk Manage... Configures...

Started

Description: %Mﬁchine Debug Man... Supportslo... Started
Manages IP security policy and starts the %M . its
1SAKMP /Oakley (IKE) and the IP security ek TARSIND et
driver. M3 Software Shado... Managess...
%Nat Logon Supports p...

%NeWeeﬁng Remote... Enables an...

Metwork Connections  Manages ... Started
%Network DDE Provides n...
%Network DDEDSDM  ManagesD...
%Natwork Location A... Collectsan... Started
%Natwork Provisionin... Manages X...

%Normn AntiVirus Au... Handles No.., Started _ILI
»

g L i
<

Extended 4 Standard /

| |
Figure 46: Restarting IPSec Services on XP

On the LAN-Cell, you can observe the status of the tunnel using the SA Monitor tab under the SECURITY->VPN
CONFIG menu (see Figure 47).

¥PN Rules (IKE) ¥PN Rules {(Manual) [ SA Monitor | Global Setting

Security Associations Table

- __Local Network Remote Network IPSec Algorithm

o 192.168.1.0 / -
n‘ Remote-XP-Clients [ 355 2EE 2EE [ 192.165.0.160 | Tunnel | ESP DES--SHAL

Refresh | Disconnect |

Figure 47: LAN-Cell SA Monitor Screen

You can also observe the VPN tunnel status on the bottom of the Home screen (Figure 48) and use the VPN
button to display the SA Monitor window shown in Figure 47.

Interfaces Status IPfNetmask IP Assignment Renew

WA Dawn 0.0.0.0f 0,0.0.0 DHCP client | Renew | Date/Time Message

Latest Alerts

Cellular Up 166.139.37.167¢ IPCP client Drop 2008-03-02 17:10:04 Rule [FRermote-sP-Clients] Tunnel built
255,255,255, 255 successfully
Dial Backup Dawn o0.0.0,0f 0,0,0.0 M Dial | 2008-03-02 17:10:03 Receive IPSec packet, but no correspanding
tunnel exists
LaM 100M/Full 192.168.1.1/ DHCP server  N/A 2008-03-02 17:09:13 Cellular conneckion is up.
255.255.255.0
2008-03-02 17:106:32 Cellular connection is dawn,
W LA 100mM/Full 0.0.0.0f 0,0,0.0 Static Mf A
2008-03-02 17:04:29 WAN connection is down,
DMZ 100mMAFull 0.0.0.0/ 0.0,0.0 Static M7 A

System Status
Port Statistics | DHCP Table ¥PN Bandwidth |

Figure 48: LAN-Cell Home Screen
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Troubleshooting

Here are some common VPN-related error messages from the LAN-Cell’s log:

Successful VPN Tunnel Creation:

R ===

igufauj?uz Rule [Remote-%P-Clients] Tunnel built successfully |5? 165.53.197 166,139.37.167 |IKE
Z008-03-02 he cookie pairis | 0x9F1ES7418A4 7093 / !

2 6148147 0x455E03F420F 76205 enbmane Eedelhade
2008-03-02 |, .-

3 [FoOONS02 adjust TCP MSS to 1390 166.130.37.167  67.165.53.197 IKE
Z008-03-02 , !

4 giagan ‘RECV-[HASH] 67.165.53,197 166.139.37.167  IKE
2008-03-02 [The cookie pairis | 0x9F1ES74184470936 /

7 14846 [x4555D3F42DF76 205 PR !165'139'3?'16? HEE

& ig,”fé,”jéuz !Receive IPSec packet, but no corresponding tunnel exists [67.165.53,197 !166.139.3?.16? IPSEC
2008-03-02 :

| Send:[HASH][SA]INONCEI[ID][ID] 166.130.37.167 |5?.155.53.19? IKE
Z008-03-02 he cookie pairis | 0x9F1ES74158A4 7093 f [

5 lis4s:46 0x455503F42DF 76205 Eebda e s e hna ey e
Z008-03-02 . |

9 164546 Swap rule to rule [Rermote-xP-Clients] 67.165.53,197 |166.139.3?.16? IKE
Z008-03-02 he cookie pairis | 0x9F1ES7418A47093E / !

10 (BN e 67.165.53.197  166.139.37.167  [KE
2008-03-02 T |

A Start Phase 2: Quick Mode 67.165.53.197  166.139.37.167  IKE
Z008-03-02 he cookie pairis | 0x9F1ES74158A4 7093 f !

12 lig:a8:46 0x455503F42DF 76205 sl e

13 ig?’fé?jénz ‘Recv:[HF\SH][SF\][NONCE][ID][ID] 67.165,53.197 !155.139.3?.15? IKE
Z008-03-02 he cookie pairis | 0x9F1ES7416A47093E / !

14 Leiasia6 [x455503F42DF76 205 GnbEmae ieaelade 0
2008-03-02

i |FRRE ‘F‘hase 1 IKE A process done 166.139.37.167 |6.'-".165.53.19.'-" IKE
20038-03-02 he cookie pair is : 0x9F1ES574184470936 / [ [

16 li6:48:45 0x455503F42DF 76205 Colo e T e i

17 fg'f'fé'ffs":'z Send:[IDI[HASHIINOTFY INIT_CONTAGCT] 166,139.37,167  [67.165.53.197 IKE
Z008-03-02 [The cookie pairis : 0x9F1ES7418A47093E /

18 lg:a8:45 0x455503F42DF76205 Eab i el e
2008-03-02 ,

19 i agiac Recv:[ID][HASH] 67.165.53.197 166.139.37.167  [IKE
2008-03-02 [The cookie pairis : Ox9F1ES7418A47093E /

0 lg:ag:as 0x455503F42DF762D5 AR ikt (LS

21 fg,”fé'f'jénz Send:[KEJ[NONCE] 166.139.37 167  ©7.165.53.197 IKE
2008-03-02 [The cookie pairis : Ox9F1ES7416A47093E /

22 {64845 0%455503F42DF762D5 R REa GEE e

23 fg'f'fa"?jénz Recy [KEI[NOMCE] t7.165,53.197 166.139.37 167  [IKE
Z008-03-02 [The cookie pairis @ 0x9F1ES7418A47093R /

24 Hg48:45 [x4555D3F42DF762D5 [ HHE RS
2008-03-02 ,

el Send:[SAIVID]I[VID] 166,139.57.167  67.165.53.197 IKE
Z008-03-02 [The cookie pairis : 0x9F1ES7418A47093E /

26 lig:q8:45 0x455503F42DF76205 AR e R R | B

27 fg'f'fé'ffs":'z Recv:[SAIIVIDIVIDVIDIIVID] 67,165,53.197 166,139.37.167  [IKE
Z008-03-02 [The cookie pairis : 0x9F1ES7418A47093E /

28 lg:am:45 0x455503F42DF762D5 ffdas st ikt [0

2a fg,”fé'f'fénz Recy Main Mode request fram [67.165.53.197] 67.165,53.197 166.139.37.167  [IKE
2008-03-02 . . =

30 1614045 Rule [Windows-xP-Clients] Receiving IKE request 67.165,53,197 166,139,37.167 IKE
Z008-03-02 The cookie pairis : 0x9F1ES7418A47093E /

31 Lgiagias 0x455503F42DF 76205 podnaaniy e e
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Phase 1 Parameter Mismatch

-m

52'35810331”2 Send:[NOTFY:HNO_PROP_CHOSEN] 166.139.37.167  [67.165.53.197 |IKE
2008-03-02 [The cookie pairis : 0x09FCDAES29ASEESA / |
2 lg:51:31 0x45E951667E3TCTOC B e e s
3 529581'.0331":'2 [54] : Mo proposal chosen |6?.165.53.19? 166.139.37 167  [IKE
% 2008-03-02  [[SA4] : Rule [Wmdows—HP—CIlents] Phase 1 authentication |6?.165.53.19? 16613937 167 IKE
1655131 algorithrn mismatch
2008-03-02 [The cookie pairis : 0x09FCDAES29ASEESA / |
® lg:51:31 0x45E951667E3TCTCC GRS gl
6 529581'.0331":'2 Recy: [SA][VIDIVIDIVIDIVID] |6?.165.53.19? 166.139.37 167  [IKE
2008-03-02 [The cookie pairis : 0x09FCDAES29ASEESA / |
7 le:51:31 0x45E951667E3TCTCC GRS gl
8 529581'.0331":'2 Recy Main Mode request from [67.165.53.197] |6?.165.53.19? 166.139.37 167  [IKE
2008-03-02 : - y
a 16:51:91 Rule [Windows-®P-Clients] Receiving IKE request 67.165.53,197 166.139.37 167 IKE

Compare the Phase 1 parameters on both the LAN-Cell VPN Gateway Policy Edit page and Windows XP VPN
client’'s General Key Exchange (Phase 1) page, in particular the Encryption, Authentication and the Key Group.

Note: DH1 = DH768 and DH2 = DH1024.

Incorrect ID Type/Content

-m

ig”&”&”z Send:[HASHI[NOTFY:ERR_ID_INFO] 166.139.37.167  67.165.53.197 IKE
2008-03-02 [The cookie pairis @ 0x5310560F212A0EED /
2 l6:53:00 07 COFETEELFO4FESC LoOAERBTAGE  BIAESSEIAT IKE
3 ig'f'ESS'F'DSD'DZ [ID] : ID type rmismatch. Lacal / Peer: DNS / TP 67.165.53.197 166.139.37.167  [IKE
20083-03-02 [The cookie pairis | 0x5310560F212A408E9 4
4 l{6:53:00 07 COIFETEELFO4FESC REEESSaEs ebtad SRl || IRE
5 529533";'030":'2 [ID] : Rule [Windows-%P-Clients] Phase 1 10 mismatch  [57.165.53.197 166.139.37.167  [IKE

This error is commonly caused when the Local and Remote ID types and/or Content values are not the same on
each device. Remember that the Local and Remote values are relative to each device -- e.g. LAN-Cell Local =
Windows XP Remote. Leaving the IP Content field blank on the LAN-Cell will use the current IP addresses of the
devices. The Windows XP VPN Client uses the IP Address ID Type by default.

—
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Phase 2 Parameter Mismatch

-m

ig':'gﬁ':'gl':'z Send:[HASHI[DEL] 166.139.37.167  67.165.53.197 IKE
2008-03-02 [The cookie pair is : OxAOABF46943242C0B /

Z leimeiz1 0%3304E47F1627E206 R e e ihe

3 fg';'gg'f'gl":'z Send:[HASH][NOTFY:NO_PROP_CHOSEN] 166.139.37.167  67.165.53.197 IKE
2008-03-02 [The cookie pair is : OxAOABF46943242C0B /

4 lig:56:21 0x%3304E47F1627E2D6 Eeae e s e

5 (20000902 lsA] ¢ No proposal chosen 67.16553.197  [166.139.37.167  [IKE
2008-03-02 . :

B 155621 [a] i Rule [Remote-XP-Clients] phase 2 mismatch 67,165,53.197 166,139,37 167 1KE
20058-03-02  [The cookie pairis : 0xADABF46943242C0B /f

! le:i56iz1 0%3304E47F1627E206 Ehimas e
2008-03-02 :

a 1656121 Swap rule to rule [Remote-XP-Clients] 67.165.53.197 166.139,37.167 IKE
2008-03-02 [The cookie pair is : OxADABF46943242C0B /

 li6:56:21 0%3304E47F1627E206 ffamdd et s G e
2008-03-02 o

| i Start Phase 21 Quick Made 67.165.53.197 166.139.37.167  (IKE

Similar to a Phase 1 proposal error, this indicates that the Phase 2 parameters do not match. Check the
LAN-Cell's VPN Network Policy page settings against the Windows XP VPN Client’s settings for each Filter Action
set (Phase 2).

—
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Frequently Asked Questions

Q: Can | have more than 1 Windows XP PC make a VPN connection to the LAN-Cell at the same time?

A:

Yes. The configuration shown will permit up to 5 simultaneous XP clients to establish VPN tunnels with the
LAN-Cell 2 at the same time (using different IP addresses on the HQ LAN network). You can either create 1
default rule (as in this example) or 5 specific rules, one for each remote XP computer. The LAN-Cell 2
supports 5 simultaneous VPN tunnels; the original LAN-Cell Mobile Gateway supports 2 VPN tunnels.

: Can | create a VPN tunnel to my LAN-Cell that has a dynamic IP address?

A: The XP VPN Client does not support using a fully qualified domain name (FQDN) as a remote gateway at this

time. You must know the current public WAN IP address of the LAN-Cell in order to configure the XP VPN
client.

Q: Will the XP VPN tunnel stay up permanently?

A: No. Windows XP will automatically disconnect the VPN tunnel after several minutes of inactivity. Any new

packets destined for the LAN-Cell’'s LAN subnet will automatically cause the tunnel to be rebuilt.

Q: Can the LAN-Cell initiate the VPN tunnel connection?

A: Not with the configuration shown in this example. The LAN-Cell can initiate a VPN tunnel if it knows the

address (or FQDN) of the remote gateway you want to connect with (in either site-to-site or client-to-site
mode). This example is strictly for remote client initiated VPN tunnels.

Q: Can | force the remote VPN user to enter a username & password?

A: No. The XP VPN client does not support “Extended Authentication (X-AUTH)” at this time.

HHH
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